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DETAILED ACTION 

Claim Rejections - 35 USC § 101 

1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

2. Claims 30-44 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 30 comprises two portions, a truncatable 
unit and a cryptographic checksum. Considering a data structure to be "a physical or 
logical relationship among data elements, designed to support specific data 
manipulation functions" (IEEE Standard Dictionary of Electrical and Electronic Terms 
308, 5*^ edition, 1993), this is considered non-functional descriptive material that does 
not constitute a statutory process, machine, manufacture, or composition of matter. 

Claim Objections 

3. Claim 8 is objected to because of the following informalities: examiner believes 
that claim 8 should be dependent on claim 2, instead of claim 1 , because of the 
introduced "media data" in claim 2. Appropriate correction is required. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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5. Claim 43 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

6. Claim 43 recites the limitation "said transcoder readable header." There is 
insufficient antecedent basis for this limitation in the claim. 

Double Patenting 

7. The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. A nonstatutory 
obviousness-type double patenting rejection is appropriate where the conflicting claims 
are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated 
by, or would have been obvious over, the reference claim(s). See, e.g.. In re Berg, 140 
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 
USPQ2d 2010 (Fed. Cir. 1993); In re Long!, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 4A8 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321 (c) or 1 .321 (d) 
may be used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent either is shown to 
be commonly owned with this application, or claims an invention made as a result of 
activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 

8. Claims 1-44 are provisionally rejected on the ground of nonstatutory 
obviousness-type double patenting as being unpatentable over claims 1-34 of 
copending Application No. 10/698,784. Although the conflicting claims are not identical, 
they are not patentably distinct from each other because the instant application 
separates data into segments, computes checksums for the data segments, and 
combines tlie segments togettier into a packet] whereas the copending application 
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partitions data into segments, calculates a checksum for the data segments, and 
enables transmitting of a first checiisum separately from tlie rest of the data 
packet The bold, italicized parts above show the differences between the instant 
application and copending application. The difference between the two applications is 
that the data segments that have checksums are operated on (transmitted, encrypted, 
decrypted, etc.) separately from the rest of the data segments (see, for example, claim 
10 of the instant application). 

This is a provisional obviousness-type double patenting rejection because the 
conflicting claims have not in fact been patented. 



Claim Rejections - 35 (JSC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

1 0. Claims 1-5. 7. 8. 11-14. 16. 17, 19-22, 30, 36, 37. and 44 are rejected under 35 



U.S.C. 102(a/e) as being anticipated bv Meehan et al. (U.S. Patent Pub. No. 
2003/0103571). 
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Regarding claim 1 . Meehan et al. teaches a method of ensuring integrity of data, 
comprising: 

• Separating an amount of data into segments (fig. 1 , ref. num 3 and 4); 

• Computing a cryptographic checksum for a said segment (paragraph 0042); and 

• Combining a segment and an associated cryptographic checksum into a data 
packet (fig. 1, ref. num 7). 

Regarding claim 2 , Meehan et al. teaches wherein said data comprises media 
data (paragraph 0039). 

Regarding claim 3 , Meehan et al. teaches wherein said data comprises secure 
scalably streamable data (fig. 1, ref. num 3 and 4). 

Regarding claim 4 , Meehan et al. teaches wherein said data is transmittable in a 
network (fig. 1, ref. num 7). 

Regarding claim 5 . Meehan et al. teaches wherein said data is stored in a 
storage medium (paragraph 0004). 



Regarding claim 7 . Meehan et al. teaches further comprising forwarding said 
data packet (fig. 1, ref. num 7). 
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Regarding claim 8 . Meehan et al. teaches wherein said media data to be 
streamed comprises a plurality of said data packets (fig. 1 , ref. num 3 and 4). 

Regarding claim 11 . Meehan et a I. teaches wherein said cryptographic checksum 
is computed for a truncatable unit in said segment (paragraph 0003). 

Regarding claim 12 . Meehan et al. teaches wherein said segment comprises a 
plurality of said truncatable units (paragraph 0004). 

Regarding claims 13 and 19 . Meehan et al. teaches wherein a cryptographic 
checksum is computed for each of said truncatable units in said segment (paragraph 
0042). 

Regarding claims 14 and 20 , Meehan et al. teaches wherein a first cryptographic 
checksum is calculated for a first truncatable unit, and wherein a second cryptographic 
checksum is calculated for the combination of a second truncatable unit, said first 
truncatable unit, and said first cryptographic checksum (paragraph 0006-0010, suggests 
scalability is provided across multiple computing devices with varying processing 
abilities, thus allowing portions of the data to be "truncated" to provide lower quality to 
devices with lower processing power and providing more "truncated" portions for 
devices with higher processing power). 
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Regarding claim 16 . IVIeehan et al. teaches a method for providing security to a 
scalably streamed media signal in a network, comprising: 

• Separating said streaming media signal into a plurality of truncatable units (fig. 1 , 
ref, num 3 and 4); 

• Computing a cryptographic checksum for each of said truncatgble unit 
(paragraph 0042); 

• Appending said associated cryptographic checksum onto each of said 
truncatable units (fig. 1, ref. num 5); 

• Combining one or more of said truncatable units and associated cryptographic 
checksums into a transmittable data packet (fig. 1 , ref. num 6); and 

• FoHA^arding said data packet (fig. 1, ref. num 7). 

Regarding claim 21 , Meehan et al. teaches wherein the size of said truncatable 
units is selected to ensure the size of said data packet is transmittable in said network 
(page 4, table 1). 

Regarding claim 22 , Meehan et al. teaches wherein said associated 
cryptographic checksum is computed independently for its associated truncatable unit 
(paragraph 0042). 
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Regarding claim 30 . Meehan et al. teaches a computer readable medium liaving 
a data packet stored therein for causing a functional change In the operation of a 
device, said data packet comprising: 

• A plurality of truncatable units, each of said units comprising an amount of media 
data (fig. 1 , ref. num 3 and 4); and 

• A cryptographic checksum computed for each of said truncatable units (fig. 1 , ref. 
num 5 and paragraph 0042). 

Regarding claim 36 . Meehan et al. teaches wherein said cryptographic checksum 
is computed based on one truncatable unit (paragraph 0042). 

Regarding claim 37 . Meehan et al. teaches wherein said cryptographic checksum 
is computed based on a plurality of truncatable units and associated checksums 
(paragraph 0042). 

Regarding claim 44 , Meehan et al. teaches wherein each of said truncatable 
units is enabled to be deleted from said transmittable packet independently of other 
truncatable units in said packet (paragraph 0006-0010, suggests scalability is provided 
across multiple computing devices with varying procisssing abilities, thus allowing 
portions of the data to be "truncated" to provide lower quality to devices with lower 
processing power and providing more "truncated" portions for devices with higher 
processing power). 
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Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 6, 9, 10, 15. 17, 18, 23-29. 31-35, and 38-43 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Meehan et al. (U.S. Patent Pub. No. 2003/0103571) 
in view of Chang et al. (U.S. Patent No. 6,963,972). 

Regarding claims 6 and 17 . Meehan et al. teaches all the limitations of claim 1 , 
above. However, Meehan et al. does not teach further comprising applying a 
transcoder-readable header to said data packet. 

Chang et al. teaches further comprising applying a transcoder-readable header 
to said data packet (col. 10, lines 54-62). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine further comprising applying a transcoder-readable 
header to said data packet, as taught by Chang et al. . with the method of Meehan et al. 
It would have been obvious for such modifications because the transcoder readable 
header enables transcoding, which allows changes in quality without having to decrypt 
the data. 
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Regarding claims 9 and 23 . Meehan et al. teaches all the limitations of claim 1 , 
above. However, Meehan et al. does not teach further comprising encrypting said 
segment and said cryptographic checksum. 

Chang et al. teaches further comprising encrypting said segment and said 
cryptographic checksum (col. 4, lines 5-9). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine encrypting the data, as taught by Chang et al. , with the 
method of Meehan et al. It would have been obvious for such modifications because 
encryption secures sensitive data from unauthorized viewers. 

Regarding claims 10. 18, and 27 , Meehan et al. as modified by Chang et al. 
teaches wherein said packet is enabled to be decrypted independently of other packets 
comprising said streamed media data (see paragraph 0042 of Meehan et al. and fig. 12 
of Chang et aL). 

Regarding claims 15. 24. and 38 , Meehan et al. teaches all the limitations of 
claim 1 , above. However, Meehan et al. does not teach wherein said cryptographic 
checksum is computed using a hash function. 
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Chang et aL teaches wherein said cryptographic checksum is computed using a 
hash function (col. 12, lines 19-35). 

It would have been obvious to one of ordinary skill in the art. at the time the 
invention was made, to combine using a hash, as taught by Chang et al. . with the 
method of Meehan et al. It would have been obvious for such modifications because 
hashes provide tamper protection (see col. 12, lines 19-25 of Chang et al.). 

Regarding claim 25 , Meehan et al. teaches further comprising accessing said 
data packet (fig. 1, ref. num 2) and forwarding said data packet (fig. 1, ref. num 7). 

Meehan et al. does not teach reading a transcoder-readable header of said data 
packet and deleting one or more of said truncatable units. 

Chang et al. teaches reading a transcoder-readable header of said data packet 
(col. 10, lines 54-62) and deleting one or more of said truncatable units (col. 13, lines 
28-43); and 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine deleting one or more of said truncatable units, as 
taught by Chang et al. , with the method of Meehan et al. It would have been obvious for 
such modifications because the transcoder readable header enables transcoding, which 
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allows changes in quality without having to decrypt the data. Deleting units allows lower 
quality data to be transmitted to low-end devices. 

Regarding claim 26 , Meehan et al. as modified by Chang et al. teaches further 
comprising: 

• Writing a new transcoder-readable header for said data packet reflecting said 
deleting and applying said new transcoder-readable header to said data packet 
(see col. 13, lines 36-43 of Chang et al.). 

Regarding claim 28 , Meehan et al. as modified by Chang et al. teaches wherein 
said deleting comprises transcoding said data packet (see col. 13, lines 28-43 of Chang 
etal.). 

Regarding claim 29 , Meehan et al. as modified by Chang et al. teaches wherein 
said transcoder-readable header comprises information related to the content of said 
data packet while leaving said truncatable units undecrypted (see col. 13, lines 28-43 of 
Chang et al.). 

Regarding claim 31 . Meehan et al. teaches all the limitations of claim 30, above. 
However, Meehan et al. does not teach wherein said data packet further comprises a 
transcoder readable header comprising information related to said truncatable units and 
said cryptographic checksums. 
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. Chang et al. teaches wherein said data packet further comprises a transcoder 
readable header comprising information related to said truncatable units and said 
cryptographic checksums (col. 10, lines 54-62). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine wherein said data packet further comprises a 
transcoder readable header comprising information related to said truncatable units and 
said cryptographic checksums, as taught by Chang et al. . with the medium of Meehan 
et al. It would have been obvious for such modifications because the transcoder 
readable header enables transcoding, which allows changes in quality without having to 
decrypt the data. 

Regarding claim 32 . Meehan et al. as modified by Chang et al. teaches wherein 
said transcoder readable header enables transcoding said data packet (see col. 13,. 
lines 28-43 of Chang et al.). 

Regarding claim 33 . Meehan et al. as modified by Chang et al. teaches wherein 
said truncatable units and said cryptographic checksums are enabled to be encrypted 
independently of said transcoder readable header (see paragraph 0042 of Meehan et 
al. and fig. 12 of Chang et al.). 
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Regarding clainn 34 , Meehan et al. as modified by Chang et al. teaches wherein 
said truncatable units and said cryptographic checksums are enabled to be decrypted 
independently of said transcoder readable header (see paragraph 0042 of Meehan et 
al. and fig. 12 of Chang et a!.). 

Regarding claim 35 . Meehan et al. as modified by Chang et al. teaches wherein 
said transcoder readable header is enabled to be read independently of said truncatable 
units and said cryptographic checksums (see paragraph 0042 of Meehan et al. and fig. 
12of Changetai!). 

Regarding claim 43 . Meehan et al. as modified by Chang et al. teaches wherein 
said transcoder readable header is enabled to be written independently of said 
truncatable units and said cryptographic checksums (see paragraph 0042 of Meehan et 
al. and fig. 12 of Chang et al.). 

Regarding claims 39-42 . Meehan et al. teaches all the limitations of claim 30, 
above. However, Meehan et al. does not teach wherein said cryptographic checksum is 
calculated using a message digest, message authentication code, keyed-hashing-for- 
message-authentication, and a digital signature function. 



Application/Control Number: 1 0/61 6,680 Page 1 5 

Art Unit: 2136 

Chang et al. does not teach wherein said cryptographic checksum is calculated 
using a message digest, message authentication code, keyed-hashing-for-message- 
authentication, and a digital signature function (col. 9, lines 32-37). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine calculating the checksum using a variety of different 
functions, as taught by Chang et al. , with the medium of Meehan et al. It would have 
been obvious for such modifications because hashes provide tamper protection (see 
col. 12, lines 19-25 of Chang et al.). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Hoffman whose telephone number is 571- 

272- 3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 
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